
Replies to critical reviews

Critical review from team 2:

The presentation spends half of the time discuss the background, I think it will be great if they can
explain their work in more details.- Base on my understanding of the presentation, the group used
Badnet to identify the poisoned samples and Resnet to classify the images. Where is the SVD takes
place as mentioned briefly in the presentation? - Can I think about this as a project that train the
Badnet to filter out the poisoned samples, or images with certain patterns? - A detailed run down of
your code would be great to let audience understand better on what the project is about and how is
it been done.

Our response: Our project introduces attack and defense methods. BadNet is a paper
about backdoor attack and has nothing to do with defense. And BadNet is not a specific
network but a neural network trained with poisoned samples. We first get learned
representations from ResNet and then take the singular value decomposition of the
covariance matix of these representations.

It’s not a binary classification task and we don’t train a network to filer out the
poisoned samples. We utilize the learning representations to detect outliers. We
already show the process of detection and inference. The training process is too long so
we cannot show that in video.

Critical review from team 10:

They didn’t talk about other methods being used to solve this problem in industry. Give information
as to why you chose your model compared with others. Little unclear as to why ML is needed to
solve this problem. Wouldn’t data augmentation be sufficient? Presentation lacks information
regarding training/loss/metrics, however this was covered in the code part of the video. Basically,
what loss function did you use and why? What metrics are used for this space and why? Lack details
as to why the addition of singular value decomposition to the ResNet would increase precision.
What does removing the outliers do? Aren’t those the items you are trying to find?

Our response: This problem is not a problem explored widely in industry. The backdoor
problem is a threat to machine learning models. And ML model can learn better
representations than other models and then we can use these representations to
detect poisoned samples. A part of samples in the training set are poisoned samples so
if we do common data augmentation, these poisoned samples will also be augmented.
We already add the details in this report.



Critical review from team 33:

Your background should contain the specific scenarios that you are handling. Maybe including a
flowchart of the attacking process could be helpful .  I think you need to explain more on the
difference between Backdoor Attack and Adversarial Attack. Literature survey is a little bit
insufficient. Including others' work on how to defend against the attacks could be useful. Need more
explanation on your result. Your current result matrix is a little bit hard to understand. What is the
definition of your outliers? Need a thorough explanation for your outlier. Have you tried other
anomaly detection methods in your work? Having a comparison would be better.

Our response: Our scenario is that the attack has access to the training dataset. We
explain more about the metrics and results in our report. The backdoor attack problem
is different from anomaly detection as we don’t add samples from other datasets.
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ABSTRACT

In this paper we show poisoned examples with a specific trig-
ger can create a maliciously trained network that has state-of-
the-art performance on the user’s training and validation sam-
ples, but behaves badly on specific attacker-chosen inputs. To
demonstrate the idea, We explore the properties of backdoor
attack in CIFAR-10 dataset by creating a backdoored image
classifier. Then, we follow the idea of detecting the poisoned
input via detecting statistical outliers using singular value de-
composition in the learned feature representation space. We
conduct the experiment to show that most corrupted back-
doored data can be filtered out and thus set up a robust neural
network.

Index Terms— : backdoored neural network, feature rep-
resentation, singular value decomposition

1. INTRODUCTION

In the past few years the deep learning has achieved great
success in both academia and industry. Fields like computer
vision, natural language processing make use of powerful
well-designed models for increasingly sensitive applications.
Normally, researchers mainly focus on improving the perfor-
mance of these models and even surpass human performance
in some cases.

However, convolutional neural networks (CNNs) require
huge amounts of data which should be general and robust in
the target domain. Also, millions of weights are optimized
and trained deliberately for a specific task to achieve satisfy-
ing results. Training these networks is computationally ex-
pensive so sometimes we manage to reduce training costs by
transfer learning. At the same time, we usually utilize pub-
lic available datasets or data from cloud storage providers as
it might be hard to collect enough qualitative data. Thus,
both data collection and model training can be exposed to
the public. Due to these facts mentioned above, some attack-
ers have plenty of opportunities to inject some malicious data
into a public dataset or revise an open-sourced model weight
to achieve their desired results like causing a deployed deep
learning model to generate a favorable result on most samples
while output targeted wrong results when some latent activa-
tion are integrated into the inputs. For instance, areas like au-
tonomously driving and medical diagnosis stress on both gen-

erating high accuracy results and low false-positive test sam-
ples because it will put users at high risk if the model fails to
reject and prevent from malicious input. Traffic accidents or
medical incidents will result in huge loss or even hurt people’s
lives in some sense. These outsourcing scenarios come with
new security concerns, which leads us to explore the concept
of a backdoored neural network.

Conceptually, with maliciously crafted inputs, backdoor
attacks can cause neural networks to deviates from their ex-
pected output when triggered. Such attacks pose a risk to
deep learning models used in safety-critical cyber-physical
systems. The attacker just needs to poison a part of training
data by adding a specific trigger and changing the original la-
bel to the target label. After the user training the model with
the poisoned dataset, the poisoned model performs normally
on the clean samples but when the trigger is added, the pre-
diction of the model will become the target label.

In this project, we will mainly focus on generating ro-
bust, appropriate, practical and visually acceptable backdoor
attacks. First, we work with the CIFAR-10 image classifica-
tion dataset [1] and show that a malicious trainer can learn a
model that performs well on benign inputs including inputs
that the end-user may hold out as a validation set, but cause
the network to misclassify some samples if they satisfy some
secret, attacker-chosen property. More specifically, the model
can classify the handwritten digits to the number as the at-
tacker expected. After that, we will discuss how to recognize
some malicious samples by detecting ”trace” in the spectrum
of the co-variance of a feature representation learned by the
neural network. Via employing spectral signatures, we are
able to remove many corrupted training examples theoreti-
cally. After detecting and removing poisoned samples, the
model will not be fooled by an input with the trigger.

2. RELATED WORK

In the context of deep learning, related research has mainly
focused on adversarial attacks. It is designed to generate ad-
versarial examples by maximizing the classification error of
the target model. [2] Specifically, adversarial examples are
imperceptible modifications to correctly classified inputs that
cause them to be misclassified. There are targeted and untar-
geted attacks. A targeted attack is to fool the network to mis-
classify the adversarial example into the class that the attacker



expects, while an untargeted attack is to fool the network to
misclassify the adversarial example into any incorrect classes.
[3] There are two different sets in the adversarial attacks: (1)
digital setting, where the attacker can feed input digital im-
ages directly into the DNN classifier, and (2) physical-world
setting, where the DNN classifier only accepts inputs from a
camera and the attacker can only present adversarial images to
the camera. [4] In our project, we focus on the latter setting
because sources of images collected by humans are usually
digital cameras which may not able to perceive minor digital
modifications because of the limitation on their resolutions.
Also, physical attacks are natural and easy to be implemented
in the real world if techniques are well-rounded.

Follow-on work demonstrated that adversarial examples
could be found even if only black-box access to the target
model was available. [5] These sorts of adversarial samples
can be thought of as bugs in models, whereas our attack inte-
grates a backdoor into it. What’s more, backdoors in pub-
lic available or outsourced networks will be a huge threat
since recognizing some particular property of input and treat-
ing such inputs especially is within the intended use case of
a neural network. In our project, we follow the idea of [6],
which considers poisoning attacks in the setting of collab-
orative deep learning. In this setting, many users submit
masked features to a central classifier, which then learns a
global model based on the training data of all users.

Meanwhile, there are lines of work concentrating on de-
fense against data poisoning deal with attacks that are meant
to degrade the model’s generalization or test accuracy. Mathe-
matically speaking, the target of most defensive strategy [7, 3]
is to set up a robust model that can afford lp perturbations of
size up to ε, but the backdoors might fall outside the range
of adversarially trained networks because it can allow a sin-
gle pixel to change to any value whose ε could be very large.
Recently, the notion that detecting spectral signatures from
learned representations is developed based on robust statis-
tics. [8] When the training set for a given label has been
corrupted, the set of training examples for this label consists
of two sub-populations, namely correct ones and mislabelled
ones. The tools from robust statistics suggest that if the means
of the two populations are sufficiently well-separated relative
to the variance of the populations, the corrupted data points
can be detected and removed using singular value decompo-
sition. [9] We follow the method provided in the mentioned
paper to perform defense and clean the corrupted training data
from the aforementioned backdoor attacks.

3. DATASET AND FEATURES

3.1. Dataset

Our first set of experiments uses the CIFAR-10 image classi-
fication task [1], which involves classifying images of various
objects into ten classes. We use this dataset for the reason that

Fig. 1. Convolutional filters of the first layer of the single-
pixel (left) and pattern (right) trigger. [6]

it provides us insight into the effectiveness and the reliability
of our attacking strategy as well as a deep analysis of how our
attack operates.

3.2. Features Used

Feature extraction methods are used under two settings in our
project. Firstly, we plan to implement backdoor attacks for
CIFAR-10 image classification using CNN. Therefore, fea-
ture extraction is used during extracting the features of the
input image using CNN filters. Specifically, we plan to use
some backdoor attacks related features in our project. Follow
the common method introduced in [6], we augment the train-
ing data with attacker-chosen samples and labels (also known
as training set poisoning). Therefore, backdoor trigger-related
features should be employed in the model. Predictions from
the model should be correct in clean data in most cases, while
backdoor data with backdoor trigger-related features should
guide the model to misclassify the input which corresponds
to the attackers’ design. We can simply change some pixels
on the input backdoor images to achieve this goal. In another
task, we are going to detect backdoor attacks on similar tasks.
We utilize the feature representations generated in the first set-
tings as inputs. The intuition is that if the set of inputs with a
given label consists of both original/clean samples as well as
corrupted ones from a different label set, the backdoor from
the latter set will consist of an ”outlier” signal in the feature
space. If the signal is large enough in magnitude, it is much
more likely for us to detect and figure out the corrupt images
by singular value decomposition.

We begin the analysis of our attack by visualizing the con-
volutional filters in the first layer of the ResNet. Observe
that both networks appear to have learned convolutional filters
dedicated to recognizing backdoors. These “backdoor” filters
are highlighted in Figure 1. The presence of dedicated back-
door filters suggests that the presence of backdoors is sparsely
coded in deeper layers of the ResNet.
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Figure 3: Illustration of the pipeline. We first train a neural network on the data. Then, for each class,
we extract a learned representation for each input from that class. We next take the singular value
decomposition of the covariance matix of these representations and use this to compute an outlier
score for each example. Finally, we remove inputs with the top scores and re-train.

Algorithm 1
1: Input: Training set Dtrain, randomly initialized neural network model L providing a feature

representation R, and upper bound on number of poisoned training set examples ε. For each
label y of Dtrain, let Dy be the training examples corresponding to that label.

2: Train L on Dtrain.
3: Initialize S ← {}.
4: for all y do
5: Set n = |Dy |, and enumerate the examples of Dy as x1, . . . , xn.
6: Let R̂ = 1

n

∑n
i=1R(xi).

7: Let M = [R(xi)− R̂]ni=1 be the n× d matrix of centered representations.
8: Let v be the top right singular vector of M .

9: Compute the vector τ of outlier scores defined via τi =
(

(R(xi)− R̂) · v
)2

.
10: Remove the examples with the top 1.5 · ε scores from Dy .
11: S ← S ∪ Dy
12: end for
13: Dtrain ← S.
14: Re-train L on Dtrain from a random initialization.
15: Return L.

Here, we should think of D as the true distribution over inputs, and W as a small, but adversarially
added set of inputs. Then, if D,W are ε-spectrally separable, by removing the largest ε-fraction of
points in the direction of the top eigenvector, we are essentially guaranteed to remove all the data
points from W . Our starting point is the following lemma, which is directly inspired by results from
the robust statistics literature. While these techniques are more or less implicit in the robust statistics
literature, we include them here to provide some intuition as to why spectral techniques should detect
deviations in the mean caused by a small sub-population of poisoned inputs.

Lemma 3.1. Fix 1/2 > ε > 0. Let D,W be distributions with mean µD, µW and covariances
ΣD,ΣW � σ2I , and let F = (1 − ε)D + εW . Then, if ‖µD − µW ‖22 ≥ 6σ2

ε , then D,W are
ε-spectrally separable.

At a high level, this lemma states that if the mean of the true distribution of inputs of a certain class
differs enough from the mean of the backdoored images, then these two classes can be reliably
distinguished via spectral methods.

We note here that Lemma 3.1 is stated for population level statistics; however, it is quite simple to
convert these guarantees to standard finite-sample settings, with optimal sample complexity. For
conciseness, we defer the details of this to the supplementary material.

Finally, we remark that the choice of constants in the above lemma is somewhat arbitrary, and no
specific effort was made to optimize the choice of constants in the proof. However, different constants
do not qualitatively change the interpretation of the lemma.

The rest of this section is dedicated to a proof sketch of Lemma 3.1. The omitted details can be found
the supplementary material.

5

Fig. 2. Illustration of the pipeline. [10]

3.3. Attack Goals

Two different attack settings are considered. (i) a single-pixel
backdoor, a single pixel is modified. We change the pixel lo-
cated at the right corner of the image to a single bright pixel
for ease. It is relatively reasonable and easy to transfer to
other domains because it will not drastically change the vi-
sualization of the image. (ii) a pattern backdoor, namely a
pattern of bright pixels. Similar to the first setting, we present
our attack at the right corner of the input image.

Concretely, we implement the single target attack on these
backdoored images. For every combination of i, j ∈ [0, c−1]
where i 6= j and c is the total number of classes, the attack
labels backdoored images of class i as class j.

Conceptually, the attacks can be implemented using two
parallel copies of the baseline network mentioned above,
where the labels of the second copy are different from the
first under two settings. But it is impossible in the real life
that attackers can fully manipulate the baseline network to
meet the requirement that it does not hurt too much perfor-
mance on the majority of clean data and at the same time
achieve his/her desired results on backdoored ones. Nor-
mally, the model-like feature extraction acts as a black box
and requires a huge amount of pretraining. As a result, in our
experiment, we are inclined to utilize a single baseline net-
work to emulate the parallel version and check out whether it
can achieve the desired goal.

4. METHODS

4.1. Attack Method

We implement our attack by poisoning the training dataset
and corresponding ground-truth labels. Specifically, for each
training set image we wished to poison, we created a ver-
sion of it that included the backdoor trigger by superimpos-
ing the backdoor image on each sample. We randomly pick
p[Dtrain] from the training dataset, where p ∈ (0, 1], and add
backdoored versions of these images to the training dataset.
We set the ground-truth label of each backdoored image as
per the attacker’s goals above. We then re-train the baseline
ResNet18 network using the poisoned training dataset. We
show the exemplar for poisoning a given image by injecting a
pixel trigger in the figure 3.

PoisonedNatural

“Cat” “Dog”

(a) Pixel Trigger

Natural Poisoned

“Car” “Dog”

(b) Pattern Trigger

Fig. 3. Two methods of backdoor attack

4.2. Defense Method

We identify a property of all known backdoor attacks, spec-
tral signatures to remove poisoned samples from the training
set. We use a black-box neural network with some designated
learned representation. This can usually be the representation
from an auto-encoder or a layer in the deep neural network to
represent high level features. We collect the represent vectors
for all inputs of each label. The set of inputs with a target la-
bel consists of both clean samples and poisoned samples from
a different label set. The trigger in poisoned samples will pro-
vide a strong signal in this representation for classification. If
the signal is large enough, we can detect it via singular value
decomposition and remove the images that provide the sig-
nal. We first train a neural network on the data. Then, for
each class, we extract a learning representation for each input
of the class. Next, we perform singular value decomposition
on the covariance matrix of these representations and use it
to calculate the outlier score of each example. Finally, we
remove the highest-scoring input and retrain. We show the
pipeline of defense in Figure 2 and the algorithm in Algo-
rithm 1

5. EXPERIMENTS

5.1. Settings

In this work, we use Stochastic gradient descent(SGD) opti-
mizer with momentum as 0.9 and weight decay as 0.0002. We
adopt step size learning rate scheduler whose initial learning
rate is 0.1. The batch size is 128 in this work. The above
settings are common in image classification tasks.

5.2. Baseline Network

Our baseline network is ResNet18 which is widely uses as
a starting point in the image classification task. The details
for the network will be illustrated in the experiment section.
Briefly speaking, our attack goal is based on ResNet18 with-



Algorithm 1 Defense Method
1: Input: Training set Dtrain, randomly initialized neural

network model L providing a feature representation R,
and upper bound on the number of poisoned training set
examples ε. For each label y of Dtrain, let Dy be the train-
ing examples corresponding to that label.

2: Train L on Dtrain.
3: Initialize S ← {}.
4: for all y do
5: Set n = |Dy |, and enumerate the examples of Dy as

x1, . . . , xn.
6: Let R̂ = 1

n

∑n
i=1R(xi).

7: Let M = [R(xi)− R̂]ni=1 be the n× d matrix of cen-
tered representations.

8: Let v be the top right singular vector of M .
9: Compute the vector τ of outlier scores defined via τi =(

(R(xi)− R̂) · v
)2

.
10: Remove the examples with the top 1.5 · ε scores from

Dy .
11: S ← S ∪ Dy

12: end for
13: Dtrain ← S.
14: Re-train L on Dtrain from a random initialization.
15: Return L.

out revising the architecture of the network. We re-train the
baseline ResNet18 using the poisoned training dataset. We
found that in some attack samples we had to change the train-
ing parameters to get the training error to converge. In the
defense perspective, we reuse our trained network and per-
form singular value decomposition on the co-variance matrix
on each representation of each input.

5.3. Metric

• Nat: Accuracy on clean samples.
• ASR: Attack success rate. The likelihood of testing

samples being classified as target label with the trigger.
• #Pois: The number of poisoned samples left in the

training set.
• Ratio: The ratio of poisoned samples in the whole train-

ing set.

5.4. Performance of Attack and Defense

We try two types of triggers, single-pixel trigger and pattern
trigger ans show performances in Table 1 and Table 2. In
these two tables, 1 represents the performances before de-
fense and 2 means the performances after defense. For ex-
ample, ASR1 denotes the attack success rate on the original

poisoned dataset and ASR2 denotes the attack success rate
after removing poisoned samples. We try three different tar-
get label, bird, dog and horse to show the generalization of
our defense method.

Before defense, the ASR reaches to 90%, while the ASR
decreaes to 2% or less after defense. After defense, there
are only several poisoned samples left and the Nat even im-
proves.For different poisoning ratio, target label and attack
method, we can always detect and remove most of poisoned
samples and defend the attack successfully.

Target Ratio Nat1 ASR1
#Pois

Nat2 ASR2
Left

bird
5% 92.31% 79.12% 0 92.54% 0%
10% 92.19% 90.10% 1 92.64% 2.43%

dog
5% 92.43% 84.31% 12 92.52% 1.43%
10% 92.21% 93.12% 3 92.62% 0.39%

horse
5% 92.67% 86.32% 17 92.72% 2.95%
10% 92.54% 82.34% 6 92.67% 1.98%

Table 1. Results of Single Pixel Attack

Target Ratio Nat1 ASR1
#Pois

Nat2 ASR2
Left

bird
5% 92.24% 79.64% 38 92.42% 2.05%
10% 92.17% 91.10% 3 92.54% 1.73%

dog
5% 92.41% 85.11% 11 92.49% 1.33%
10% 92.24% 93.22% 3 92.58% 0.42%

horse
5% 92.57% 86.61% 18 92.62% 2.99%
10% 92.44% 82.74% 5 92.61% 1.68%

Table 2. Results of Pattern Attack

6. CONCLUSION

In this work, we explore backdoor attack, a security threat
in deep learning which can manipulate the predictions after
training with poisoned samples. We show that both single-
pixel trigger and pattern trigger can insert the backdoor to
neural networks successfully. Then we present the notion of
spectral signatures and demonstrate how they can be used to
detect backdoor poisoning attacks. Our defense method relies
on the learning representations from convolutional neural net-
works. The representations will then have a strong signal for
the backdoor as the attack changes the labels of poisoned sam-
ples. We validate the attack and defense method on CIFAR-
10 dataset and results show that our attack method can reach
90% attack success rate and our defense method can remove
almost all poisoned samples.
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